CER-Directive and Digital Omnibus

Blue highlight showing amendments proposed by European Commission in the draft Digital Omnibus published on
November 19, 2025

Last update: November 25, 2025

1.

DIRECTIVE(EU)2022/2557 OFTHEEUROPEANPARLIAMENTAND OFTHECOUNCIL
of 14 December2022
on the resilience of critical entities and repealing Council Directive 2008/114/EC
CHAPTER |
GENERAL PROVISIONS

Article 1
Subject matter andscope

This Directive:

(@) lays down obligations on Member States to take specific measures aimed at ensuring that
serviceswhich are essential for the maintenance of vital societal functions or economic
activities within the scope of Article 114 TFEU are providedin an unobstructed mannerin
theinternalmarket, in particularobligationstoidentify critical entities and to support critical
entities in meeting the obligations imposed onthem;

(b) lays down obligations for critical entities aimed at enhancing their resilience and ability to
provide services asreferred to in point (a) in the internal market;

(c) establishes rules:
() onthesupervisionofcriticalentities;
(i) on enforcement;

(i) for the identification of critical entities of particular European significance and on
advisory missions to assess the measures that such entities have put in place to
meet their obligations under Chapter lll;

(d) establishes common procedures for cooperation and reporting on the application of this
Directive;

(e) lays down measures with a view to achieving a high level of resilience of critical entities in
order to ensure the provision of essential services within the Union and to improve the
functioning of the internal market.

This Directive shall notapply to matters covered by Directive (EU) 2022/2555, without prejudice to Article
8 of this Directive. In light of the relationship between the physical security and cybersecurity of critical
entities, Member States shall ensure that this Directive and Directive (EU) 2022/2555 are
implemented in a coordinated manner.

Where provisions of sector-specific Union legal acts require critical entities to take measures to
enhance their resilience and where those requirements are recognised by Member States as at least
equivalent to the corresponding obligations laid down in this Directive, the relevant provisions of this
Directive, including the provisions on supervision and enforcement laid down in Chapter VI, shall not

apply.
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Without prejudice to Article 346 TFEU, information that is confidential pursuant to Union or national
rules, such as rules on business confidentiality, shall be exchanged with the Commission and other
relevant authorities in accordance with this Directive only where that exchange is necessary for the
application of this Directive. The information exchanged shall be limited to that which is relevant and
proportionate to the purpose of that exchange. The exchange of information shall preserve the
confidentiality of that information and the security and commercial interests of critical entities, while
respecting the security of Member States.

This Directive is without prejudice to the Member States’ responsibility for safeguarding national security
and defence and their power to safeguard other essential State functions, including ensuring the
territorial integrity of the State and maintaining law and order.

This Directive does not apply to public administration entities that carry out their activities in the areas
of national security, public security, defence or law enforcement, including the investigation, detection
and prosecution of criminal offences.

Member States may decide thatArticle 11 and Chapters|ll, IVand VI, inwhole orin part, do notapply
to specific critical entities which carry out activities in the areas of national security, public security,
defence or law enforcement, including the investigation, detection and prosecution of criminal
offences, or which provide services exclusively to the public administration entities referred to in
paragraph 6 of thisArticle.

The obligationslaid downinthis Directive shallnotentail the supply ofinformation the disclosure of which
would be contrary to the essential interests of Member States’ national security, public security or
defence.

This Directive is without prejudice to Union law on the protection of personal data, in particular
Regulation (EU) 2016/679 of the European Parliament and of the Council and Directive 2002/58/EC of
the European Parliament and of the Council.

Article 2
Definitions

For the purposes of this Directive, the following definitions apply:

‘critical entity’ means a public or private entity which has been identified by a Member State in
accordancewith Article 6 as belonging to one of the categories set out in the third column of the table
inthe Annex;

‘resilience’ means a critical entity’s ability to prevent, protect against, respond to, resist, mitigate,
absorb, accommodate and recover from an incident;

‘incident’meansaneventwhichhasthe potentialtosignificantlydisrupt, orthatdisrupts, the provisionofan
essential service, including when it affects the national systems that safeguard the rule of law;

‘critical infrastructure’ means an asset, a facility, equipment, a network or a system, or a part of an
asset, afacility, equipment, a networkorasystem, whichisnecessaryforthe provision ofan essential

service;

‘essential service’ means a service which is crucial for the maintenance of vital societal functions,
economic activities, public health and safety, or the environment;

‘risk’ means the potential for loss or disruption caused by an incident and is to be expressed as a
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combination of the magnitude of such loss or disruption and the likelihood of occurrence of the
incident;

‘risk assessment ’ means the overall process for determining the nature and extent of a risk by
identifying and analysing potential relevant threats, vulnerabilities and hazards which could lead to an
incident and by evaluating the potential loss or disruption of the provision of an essential service
caused by thatincident;

‘standard’ means a standard as defined in Article 2, point (1), of Regulation (EU) No 1025/2012 of the
European Parliament and of the Council;

‘technical specification’ means a technical specification as defined in Article 2, point (4), of
Regulation (EU) No 1025/2012;

‘public administration entity’ means an entity recognised as such in a Member State in accordance with
national law, not including the judiciary, parliaments or central banks, which complies with the
following criteria:

(a) it is established for the purpose of meeting needs in the general interest and does not
have an industrial or commercial character;

(b) it has legal personality or is entitled by law to act on behalf of another entity with legal
personality;

(C) it is financed, for the most part, by the State authorities or by other central-level bodies
governed by public law, is subject to management supervision by those authorities or
bodies, or has an administrative, managerial or supervisory board, more than half of
whose members are appointed by the State authorities or by other central- level bodies
governed by public law;

(d) ithasthe power to address to natural or legal persons administrative or regulatory decisions
affecting their rights in the cross-border movement of persons, goods, services or
capital.

Article 3
Minimum harmonisation

This Directive shall not preclude Member States from adopting or maintaining provisions of national law with
a view to achieving a higher level of resilience of critical entities, provided that such provisions are consistent
with Member States’ obligations laid down in Union law.

CHAPTERI
NATIONAL FRAMEWORKS ON THE RESILIENCE OF CRITICAL ENTITIES

Article 4
Strategy on the resilience of critical entities

Following a consultation that is, to the extent practically possible, open to relevant stakeholders, each
Member State shalladopt by 17 January 2026 a strategy for enhancing the resilience of critical entities (the
‘strategy’). The strategy shall set out strategic objectives and policy measures, building upon relevant
existing national and sectoral strategies, plans or similar documents, with a view to achieving and
maintaining a high level of resilience on the part of critical entities and covering at least the sectors set
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out in the Annex.

Eachstrategyshallcontainatleastthefollowingelements:

(2)

strategic objectives and priorities for the purposes of enhancing the overall resilience of
critical entities, taking into account cross-border and cross-sectoral dependencies and
interdependencies;

a governance framework to achieve the strategic objectives and priorities, including a
description of the roles and responsibilities of the different authorities, critical entities and
other parties involved in the implementation of the strategy;

a description of measures necessary to enhance the overall resilience of critical entities,
including a description of the risk assessment referred to in Article 5;

adescriptionofthe processbywhichcriticalentities areidentified;

a description of the process supporting critical entities in accordance with this Chapter,
including measures to enhance cooperation between the public sector, on the one hand,
and the private sector and public and private entities, on the other hand;

a list of the main authorities and relevant stakeholders, other than critical entities, involved
in the implementation of the strategy;

apolicy framework for coordination between the competent authorities under this Directive
(‘competentauthorities’) and the competent authorities under Directive (EU) 2022/2555
for the purposes of information sharing on cybersecurity risks, cyber threats and cyber
incidents and non-cyber risks, threats and incidents and the exercise of supervisory tasks;

a description of measures already in place which aim to facilitate the implementation of
obligations under Chapter lll of this Directive by small and medium-sized enterprises

within the meaning of the Annex to Commission Recommendation 2003/361/EC (31)
thatthe Member State in question hasidentified as critical entities.

Followingaconsultationthatis, to the extent practically possible, opentorelevantstakeholders, Member
Statesshallupdate their strategies at least every four years.

Member States shall communicate their strategies, and substantial updates thereto, to the Commission
within three months of their adoption.

Article 5
Riskassessmentby Member States

The Commission is empowered to adopt a delegated act, in accordance with Article 23, by 17
November2023to supplement this Directive by establishing a non-exhaustive list of essential servicesin
the sectors and subsectors set out in the Annex. The competent authorities shall use that list of
essential services for the purpose of carrying out a risk assessment(‘Member Stateriskassessment’)
by 17 January 2026, whenever necessary subsequently, and at least every four years. The competent
authorities shall use Member State risk assessments for the purpose of identifying critical entities in
accordancewith Article 6 and assistingthose critical entities to take measures pursuantto Article 13.

Member State risk assessments shall account for the relevant natural and man-made risks,
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including those of a cross- sectoral or cross-border nature, accidents, natural disasters, public
health emergencies and hybrid threats or other antagonistic threats, including terrorist offences as
provided for in Directive (EU) 2017/541 of the European Parliament and of the Council.

2. In carrying out Member State risk assessments, Member States shall take into account at least the
following:

(a) the general risk assessment carried out pursuant to Article 6(1) of Decision No
1313/2013/EU;

(b) other relevant risk assessments, carried out in accordance with the requirements of the
relevant sector-specific Union legal acts, including Regulations (EU) 2017/1938 and (EU)
2019/941 of the European Parliament and of the Counciland Directives 2007/60/EC and
2012/18/EU ofthe European Parliamentand of the Council;

(c) the relevant risks arising from the extent to which the sectors set out in the Annex depend
on one another, including fromthe extenttowhichtheydepend on entities located within
other Member States and third countries, and the impact that a significant disruption in
one sector may have on other sectors, including any significant risks to citizens and the
internal market;

(d) anyinformationonincidents notified in accordance with Article 15.

For the purposes of the first subparagraph, point (c), Member States shall cooperate with the competent
authoritiesofother Member States and the competent authorities of third countries, asappropriate.

3. Member States shall make the relevant elements of Member State risk assessments available, where
relevant through their single points of contact, to the critical entities that they have identified in
accordance with Article 6. Member States shall ensure that the information provided to critical entities
assists them in carrying out their risk assessments pursuant to Article 12 and in taking measures to
ensure their resilience pursuant to Article 13.

4.  Within three months of carrying out a Member State risk assessment, a Member State shall provide the
Commission with relevant information on the types of risks identified following, and the outcomes
of, that Member State risk assessment, per sector and subsector set out in the Annex.

5. The Commission shall, in cooperation with the Member States, develop a voluntary common reporting
template for the purpose of complying with paragraph 4.

Article 6
Identification of critical entities

1. By17July2026,eachMemberState shallidentifythecriticalentitiesforthe sectorsand subsectorsset
outinthe Annex.

2. When a Member State identifies critical entities pursuant to paragraph 1, it shall take into account the

outcomes of its Member State risk assessment and its strategy and shall apply all of the following
criteria:

(@) theentityprovidesoneormoreessentialservices;

(b) the entity operates, and its critical infrastructure is located, on the territory of that Member
State; and
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(c) an incident would have significant disruptive effects, as determined in accordance with
Article 7(1), onthe provisonby the entity of one or more essential services or on the provision
of other essential services in the sectors set outin the Annex that depend on that or those
essential services.

3. EachMemberStateshallestablishalistofthecritical entitiesidentified pursuantto paragraph2 and ensure
thatthose criticalentities are notified thatthey have beenidentified as critical entities within one month of
that identification. Member States shall inform those critical entities of their obligations under
Chapterslll and IV and the date from which those obligations apply to them, without prejudice to Article
8. Member States shallinform critical entities in the sectors set out in points 3, 4 and 8 of the table in the
Annex that they have no obligations under Chapters lll and IV, unless national measures provide
otherwise.

Forthe criticalentities concerned, Chapter lll shallapply from 10 months after the date of the notification
referredtointhe first subparagraph of this paragraph.

4. Member States shall ensure that their competent authorities under this Directive notify the competent
authorities under Directive (EU) 2022/2555 of the identity of the critical entities that they have identified
under this Article within one month of that identification. That notification shall specify, where applicable,
that the critical entities concerned are entitiesinthe sectorssetoutinpoints 3,4and 8 ofthetableinthe
AnnextothisDirectiveandhave noobligationsunder Chapters Ill and IV thereof.

5. Member States shall, where necessary and in any event at least every four years, review and, where
appropriate, update the list of identified critical entities referred to in paragraph 3. Where those updates
lead to the identification of additional critical entities, paragraphs 3 and 4 shall apply to those additional
criticalentities. In addition, Member States shallensure that entities that are no longeridentified as critical
entities following any such update are notified in due time ofthatfactandthefactthattheyarenolonger
subjecttotheobligationsunderChapterllifromthedate ofreceiptofthat notification.

6. The Commission shall, in cooperation with the Member States, develop recommendations and non-
binding guidelines to support Member States in identifying critical entities.

Article 7
Significant disruptive effect

1.  When determining the significance of a disruptive effect as referred to in Article 6(2), point (c), Member
States shall take into account the following criteria:

(a) thenumberofusersrelyingonthe essentialservice provided by the entityconcerned;

(b) the extent to which other sectors and subsectors as set out in the Annex depend on the
essentialserviceinquestion;

(C) the impactthatincidents could have, in terms of degree and duration, on economic and
societal activities, the environment, public safety and security, or the health of the
population;

(d) the entity’s market share in the market for the essential service or essential services
concerned;

(e) the geographic area that could be affected by an incident, including any cross-border
impact, taking into account the vulnerability associated with the degree of isolation of



CER-Directive and Digital Omnibus

Blue highlight showing amendments proposed by European Commission in the draft Digital Omnibus published on
November 19, 2025

Last update: November 25, 2025

certain types of geographic areas, such as insular regions, remote regions or
mountainous areas;

(f) theimportance of the entity in maintaining a sufficient level of the essential service, taking
into account the availability of alternative means for the provision of that essential
service.

2. After the identification of the critical entities under Article 6(1), each Member State shall submit the
following information to the Commission without undue delay:

(@) alist of essential services in that Member State where there are any additional essential
servicesascomparedtothelist of essential services referred to in Article 5(1);

(b) the numberof critical entitiesidentified for each sectorand subsector setoutinthe Annex
and for each essential service;

(C) any thresholdsapplied to specify one or more of the criteriain paragraph 1.

Thresholds as referred to in the first subparagraph, point (c), may be presented as such or in aggregated
form.

Member States shall subsequently submit information referred to in the first subparagraph whenever
necessaryandatleast every four years.

3. TheCommission shall, after consulting the Critical Entities Resilience Group referred toin Article 19,
adoptnon- binding guidelines to facilitate the application of the criteria referred to in paragraph 1 of this
Article, taking into account the information referred to in paragraph 2 of this Article.

Article 8
Criticalentities inthe banking, financial marketinfrastructure and digitalinfrastructure sectors

Member States shall ensure that Article 11 and Chapters lll, IVand VI do not apply to critical entities that
they have identified in the sectors set out in points 3, 4 and 8 of the table in the Annex. Member States
may adopt or maintain provisions of national law to achieve a higher level of resilience for those critical
entities, provided that those provisions are consistent with applicable Union law.

Article 9
Competent authorities and single point of contact

1. Each Member State shall designate or establish one or more competent authorities responsible for
the correct application and, where necessary, enforcement of the rules set out in this Directive at
national level.

As regards the critical entities in the sectors set out in points 3 and 4 of the table in the Annex to
this Directive, the competent authorities shall, in principle, be the competent authorities referred to in
Article 46 of Regulation (EU) 2022/ 2554. As regards the critical entities in the sector set out in point
8 of the table in the Annex to this Directive, the competent authorities shall, in principle, be the
competent authorities under Directive (EU) 2022/2555. Member States may designate a different
competentauthorityforthesectorssetoutinpoints3,4and8ofthetableinthe Annextothis Directive
in accordance with existing national frameworks.

Where Member States designate or establish more than one competent authority, they shall clearly set
outthetasksofeach of the authorities concerned and ensure that they cooperate effectively to fulfil their
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tasks under this Directive, including with regard to the designation and activities of the single point of
contactreferred toin paragraph 2.

2. Each Member State shall designate or establish one single point of contact to exercise a liaison
function for the purpose of ensuring cross-border cooperation with the single points of contact of other
Member States and the Critical Entities Resilience Group referred to in Article 19 (‘single point of
contact’). Where relevant, a Member State shall designate its single point of contact within a
competent authority. Where relevant, a Member State may provide that its single point of contact also
exercise a liaison function with the Commission and ensure cooperation with third countries.

3. By 17lJuly 2028, and every two years thereafter, the single points of contact shall submit a summary
reporttothe Commission and to the Critical Entities Resilience Group referred to in Article 19 on the
notifications they have received, includingthe number of notifications, the nature of notified incidents
andtheactionstakeninaccordancewithArticle 15(3).

The Commission shall, in cooperation with the Critical Entities Resilience Group, develop a common
reportingtemplate. The competent authorities may use, on a voluntary basis, that common reporting
template for the purpose of submitting summary reports as referred to in the first subparagraph.

4. EachMember State shall ensure thatits competent authority and single point of contact have the powers
and the adequate financial, human and technical resources to carry out, in an effective and efficient
manner, the tasks assigned to them.

5.  Each Member State shall ensure that its competent authority, whenever appropriate, and in accordance
with Union and national law, consults and cooperates with other relevant national authorities,
including those in charge of civil protection, law enforcement and the protection of personal data, and
with criticalentitiesand relevantinterested parties.

6. Each Member State shall ensure that its competent authority under this Directive cooperates and
exchanges information with competent authorities under Directive (EU) 2022/2555 on cybersecurity
risks, cyber threats and cyber incidentsandnon-cyberrisks, threatsandincidentsaffectingcriticalentities,
including with regard to relevant measures its competent authority and competent authorities under
Directive (EU) 2022/2555 have taken.

7.  Withinthree months of the designation or establishment of the competent authority and the single point of
contact, each Member State shall notify the Commission of their identity and their tasks and
responsibilities under this Directive, their contact details and any subsequent change thereto. Member
States shall inform the Commission where they decide to designate an authority other than the
competentauthoritiesreferredtoinparagraph1,second subparagraph, asthe competentauthorities
inrespectofthecriticalentitiesinthe sectors setoutinpoints 3,4 and 8 of thetableinthe Annex. Each
Member State shall make public the identity of its competent authority and single point of contact.

8. The Commission shall make a list of the single points of contact publicly available.

Article10
Member States’ support to criticalentities

1.  Member States shall support critical entities in enhancing their resilience. That support may include
developing guidance materials and methodologies, supporting the organisation of exercises to test their
resilience and providing advice and training to the personnel of critical entities. Without prejudice to
applicable rules on State aid, Member States may provide financialresourcesto criticalentities, where
necessary and justified by publicinterestobjectives.
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EachMember State shallensure thatits competent authority cooperates and exchangesinformation
and good practices with critical entities of the sectors set out in the Annex.

Member States shall facilitate voluntary information sharing between critical entities in relation to matters
covered by this Directive, in accordance with Union and national law on, in particular, classified and
sensitiveinformation, competition and protection of personal data.

Article 11
Cooperation between MemberStates

Wheneverappropriate,MemberStatesshallconsultoneanotherregardingcriticalentitiesforthe purpose of
ensuring that this Directive is applied in a consistent manner. Such consultations shall take place, in
particular, regarding critical entities that:

(a) usecriticalinfrastructurewhichisphysicallyconnectedbetweentwoormore MemberStates;

(b) are part of corporate structures that are connected with, or linked to, critical entities in other
Member States;

(c) havebeenidentified as critical entitiesin one Member State and provide essential services to
orinotherMember States.

The consultations referred to in paragraph 1 shall aim at enhancing the resilience of critical entities
and, where possible, reducing the administrative burden on them.

CHAPTERIII
RESILIENCE OF CRITICALENTITIES

Article12
Riskassessmentbycritical entities

Notwithstanding the deadline set out in Article 6(3), second subparagraph, Member States shall ensure
thatcritical entities carry out a risk assessment within nine months of receiving the notification referred to
in Article 6(3), whenever necessary subsequently, and at least every four years, on the basis of Member
State risk assessments and otherrelevant sources of information, in order to assess all relevant risks
that could disrupt the provision of their essential services (‘critical entity risk assessment’).

Critical entity risk assessments shall account for all the relevant natural and man-made risks which could
lead to an incident, including those of a cross-sectoral or cross-border nature, accidents, natural
disasters, public health emergencies and hybrid threats and other antagonistic threats, including terrorist
offences as provided forin Directive (EU) 2017/541. Acritical entity risk assessment shall take into account
the extent to which other sectors as set out in the Annex depend on the essential service provided by the
critical entity and the extent to which that critical entity depends on essential services provided by other
entities in such other sectors, including, where relevant, in neighbouring Member States and third
countries.

Where a critical entity has carried out other risk assessments or drawn up documents pursuant to
obligations laid down in other legal acts that are relevant for its critical entity risk assessment, it may use
those assessments and documents to meet the requirements set outin this Article. When exercising its
supervisory functions, the competent authority may declare an existing risk assessment carried out by a
critical entity that addresses the risks and extent of dependence referred to in the first subparagraph of
this paragraph ascompliant, inwhole orin part, with the obligations under this Article.
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Article 13
Resilience measures of critical entities

1. Member States shall ensure that critical entities take appropriate and proportionate technical,
security and organisational measures to ensure their resilience, based on the relevant information
provided by Member States on the Member Stateriskassessmentandonthe outcomes of the critical entity
riskassessment, including measures necessaryto:

(a) prevent incidents from occurring, duly considering disaster risk reduction and climate
adaptation measures;

(b) ensure adequate physical protection of their premises and critical infrastructure, duly
considering, for example, fencing, barriers, perimeter monitoring tools and routines,
detection equipment and access controls;

(C) respond to, resist and mitigate the consequences of incidents, duly considering the
implementation of risk and crisis management procedures and protocols and alert
routines;

(d) recover from incidents, duly considering business continuity measures and the
identification of alternative supply chains, in order to resume the provision of the
essential service;

(e) ensure adequate employee security management, duly considering measures such as setting
out categories of personnel who exercise critical functions, establishing access rights to
premises, critical infrastructure and sensitive information, setting up procedures for
background checksin accordance with Article 14 and designating the categories of persons
who are required to undergo such background checks, and laying down appropriate
training requirements and qualifications;

(f) raise awareness aboutthe measuresreferredtoin points(a)to (e) amongrelevant personnel,
dulyconsideringtraining courses, information materials and exercises.

Forthe purposesofthefirstsubparagraph, point(e), Member States shall ensure thatcritical entities take
intoaccountthe personnelofexternalservice providerswhensettingoutcategoriesofpersonnelwho
exercisecriticalfunctions.

2. Member States shall ensure that critical entities have in place and apply a resilience plan or equivalent
document or documents which describe the measures taken pursuant to paragraph 1. Where critical
entitieshave drawn up documents or taken measures pursuant to obligations laid down in other legal acts
that are relevant for the measures referred to in paragraph 1, they may use those documents and
measures to meet the requirements set out in this Article. When exercisingits supervisory functions,
thecompetentauthoritymaydeclareexistingresilience-enhancingmeasurestakenby a critical entity that
address, in an appropriate and proportionate manner, the technical, security and organisational
measures referred to in paragraph 1 as compliant, in whole or in part, with the obligations under this
Article.

3. Member States shall ensure that each critical entity designates a liaison officer or equivalent as the point
of contact with the competent authorities.

4.  Atthe request of the Member State that has identified the critical entity and with the agreement of the
critical entity concerned, the Commission shall organise advisory missions, in accordance with the
arrangements set out in Article 18(6), (8) and (9), to provide advice to the critical entity concerned in
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meeting its obligations under Chapter lll. The advisory mission shall report its findings to the
Commission, that Member State and the critical entity concerned.

5. The Commission shall, after consulting the Critical Entities Resilience Group referred toin Article 19,
adoptnon- binding guidelines to further specify the technical, security and organisational measures that
may be taken pursuant to paragraph 1 of this Article.

6. The Commission shall adopt implementing acts in order to set out the necessary technical and
methodological specifications relating to the application of the measures referred to in paragraph 1 of
this Article. Those implementing acts shall be adopted in accordance with the examination procedure
referred to in Article 24(2).

Article 14
Backgroundchecks

1. MemberStatesshallspecify the conditionsunderwhich acriticalentityis permitted, induly reasoned
cases and takinginto accountthe Member State risk assessment, to submitrequests for background
checksonpersonswho:

(a) holdsensitive roles in or for the benefit of the critical entity, in particular in relation
to the resilience of the critical entity;

(b) are authorised to directly or remotely access its premises, information or control
systems, including in connection with the security of the critical entity;

(c) are under consideration for recruitment to positions that fall under the criteria set
out in point (a) or (b).

2. Requests asreferred toin paragraph 1 of this Article shall be assessed within a reasonable timeframe and
processed in accordance with national law and procedures and relevant and applicable Union law,
including Regulation (EU)2016/679 and Directive (EU) 2016/680 of the European Parliament and of the
Council. Background checks shall be proportionate and strictly limited to what is necessary. They
shall be carried out for the sole purpose of evaluating a potential security risk to the critical entity
concerned.

3.  Abackgroundcheckasreferredtoinparagraph1shall, atleast:
(a) corroborate the identity of the person who is the subject of the background check;

(b) check the criminal records of that person with regards to offences which would be
relevant for a specific position.

When carrying out background checks, Member States shall use the European Criminal Records
Information Systemin accordance withthe procedures setoutin Framework Decision2009/315/JHA
and, whererelevantand applicable, Regulation (EU) 2019/816 for the purpose of obtaining information
from criminalrecords held by other Member States. The centralauthoritiesreferredtoin Article 3(1) of
FrameworkDecision2009/315/JHAandinArticle 3, point(5), of Regulation (EU) 2019/816 shall provide
replies to requests for such information within 10 working days from the date on which the request was
received inaccordance with Article 8(1) of Framework Decision 2009/315/JHA.

Article 15
Incidentnotification
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1. Member States shall ensure that critical entities notify via the single-entry point established pursuant to
Article 23a of Directive (EU) 2022/2555 the competent authority, without undue delay, of incidents that
significantly disrupt or have the potential to significantly disrupt the provision of essential services.
Member States shall ensure that, unless operationally unable to do so, critical entities submit an initial
notification no later than 24 hours after becoming aware of an incident, followed, where relevant, by a
detailed report no later than one month thereafter. In order to determine the significance ofadisruption,
thefollowing parametersshall, inparticular, betakenintoaccount:

(a) thenumber and proportion of users affected by the disruption;
(b) the duration of the disruption;

(C) the geographical area affected by the disruption, taking into account whether the
area is geographicallyisolated.

Where an incident has or might have a significant impact on the continuity of the provision of essential
services to or in six or more Member States, the competent authorities of the Member States
affected by the incident shall notify the Commission of that incident.

2. Notifications as referred to in paragraph 1, first subparagraph, shall include any available information
necessary to enable the competent authority to understand the nature, cause and possible
consequences of the incident, including any available information necessary to determine any cross-
borderimpact of the incident. Such notifications shall not subject critical entities to increased liability.

The Commission may adopt implementing acts further specifying the type and format of information
notified pursuant to Article 15(1). Those implementing acts shall be adopted in accordance with the
examination procedure referred to in Article 24(2).

3. Onthebasisoftheinformation provided by a critical entityin a notification asreferred toin paragraph 1, the
relevant competentauthority, viathe single pointof contact, shallinformthe single point of contactof other
affected Member States where the incident has or might have a significantimpact on critical entities and
the continuity of the provision of essential services to or in one or more other Member States.

Single points of contact sending and receiving information pursuant to the first subparagraph shall, in
accordance with Union or national law, treat that information in a way that respects its
confidentiality and protects the security and commercial interest of the critical entity concerned.

4. As soon as possible following a notification as referred to in paragraph 1, the competent authority
concerned shall provide the critical entity concerned with relevant follow-up information, including
information that could support that critical entity’s effective response totheincidentin question. Member
States shallinform the public where they determine that it would be in the public interest to do so.

Article 16
Standards

In order to promote the convergent implementation of this Directive, Member States shall, where useful
and without imposing or discriminating in favour of the use of a particular type of technology, encourage
the use of European and international standards and technical specifications relevant to the security and
resilience measures applicable to critical entities.

CHAPTER IV

CRITICALENTITIES OF PARTICULAR EUROPEAN SIGNIFICANCE
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Article 17
Identification of critical entities of particular European significance

1.  Anentityshallbe consideredacriticalentity of particular European significance whereit:
(a) hasbeenidentified as a critical entity pursuant to Article 6(1);
(b) provides the same or similar essential services to or in six or more Member States; and

(C) has been notified pursuant to paragraph 3 of this Article.

2. Member States shall ensure that a critical entity, following the notification referred to in Article 6(3),
informsits competent authority where it provides essential services to or in sixor more Member States. In
such a case, Member States shall ensure that the critical entity informs its competent authority of the
essential services it provides to or in those Member States and of the Member States to which or in
whichitprovides such essential services. Member States shall notify the Commission, without undue
delay, of the identity of such critical entities and of the information they provide under this paragraph.

The Commission shall consult the competent authority of the Member State which identified a critical
entity as referred to in the first subparagraph, the competent authority of other Member States
concerned and the critical entity in question. During those consultations, each Member State shall
inform the Commission where it deems that the services provided to that Member State by the critical
entity are essential services.

3. Where the Commission establishes, on the basis of the consultations referred to in paragraph 2 of this
Article, that the critical entity concerned provides essential services to or in six or more Member States,
the Commission shall notify that critical entity, through its competent authority, that it is considered a
criticalentityof particular Europeansignificance and inform that critical entity of its obligations under this
Chapter and the date from which those obligations apply toit. Once the Commission informs the
competentauthority ofitsdecisionto consideracriticalentity asacritical entity of particular European
significance, the competent authority shall forward that notification to that critical entity without undue
delay.

4.  This Chaptershall apply to the critical entity of particular European significance concerned from the date of
receiptof the notification referred to in paragraph 3 of this Article.

Article 18
Advisorymissions

1.  Attherequestofthe Member Statethat hasidentified a critical entity of particular European significance as
a critical entity pursuant to Article 6(1), the Commission shall organise an advisory mission to assess the
measures thatthatcritical entity has put in place to meet its obligations under Chapter lll.

2. Onits owninitiative or at the request of one or more Member States to or in which the essential service is
provided, and provided that the Member State that has identified a critical entity of particular European
significance as a critical entity pursuant to Article 6(1) so agrees, the Commission shall organise an
advisory mission asreferred toin paragraph 1 of this Article.

3. On areasoned request from the Commission or from one or more Member States to or in which the
essential service is provided, the Member State that has identified a critical entity of particular European
significance as a critical entity pursuant to Article 6(1) shall provide the following to the Commission:
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(@) therelevant parts of the critical entity risk assessment;
(b) alistof relevant measures takenin accordance with Article 13;

(C) supervisory orenforcementactions, including assessments of compliance or ordersissued,
thatitscompetentauthority has undertaken pursuant to Articles 21 and 22 in respect of
that critical entity.

4.  The advisory mission shall report its findings to the Commission, to the Member State that has identified
a critical entity of particular European significance as a critical entity pursuant to Article 6(1), to the
Member States to or in which the essential service is provided and to the critical entity concerned within
three months of the conclusion of the advisory mission.

The Member States to or in which the essential service is provided shall analyse the report referred
to in the first subparagraph and, where necessary, shall advise the Commission as to whether the
critical entity of particular European significance concerned complies withits obligations under Chapter
Il and, where appropriate, as to the measures which could be taken to improve the resilience of that
critical entity.

The Commission shall, based on the advice referred to in the second subparagraph of this paragraph,
communicate its opinion to the Member State that has identified a critical entity of particular
European significance as a critical entity pursuant to Article 6(1), to the Member States to or in which
the essential service is provided and to that critical entity as to whether that critical entity complies with
its obligations under Chapter Ill and, where appropriate, as to the measures which could be taken to
improve the resilience of that critical entity.

The Member State that has identified a critical entity of particular European significance as a critical
entity pursuant to Article 6(1) shall ensure that its competent authority and the critical entity
concerned take into account the opinion referred to in the third subparagraph of this paragraph and
provide information to the Commission and the Member States to or in which the essential service is
provided onthe measures it has taken pursuant to that opinion.

5. Each advisory mission shall consist of experts from the Member State in which the critical entity of
particular European significance is located, experts from the Member States to or in which the
essential serviceis provided, and Commission representatives. Those Member States may propose
candidates to be part of an advisory mission. The Commission shall, following a consultation with
the Member State that has identified a critical entity of particular European significance as a critical
entity pursuanttoArticle 6(1), selectand appointthe members of each advisory mission inaccordancewith
theirprofessionalcapacityandensuring, wherepossible,ageographicallybalancedrepresentationfrom all
those Member States. Whenever necessary, members of the advisory mission shall have valid and
appropriate security clearance. The Commission shall bear the costs related to participation in
advisory missions.

The Commission shall organise the programme of each advisory mission, in consultation with the
members of the advisory mission in question and in agreement with the Member State that has identified
a critical entity of particular European significance as a critical entity pursuant to Article 6(1).

6. The Commission shall adopt an implementing act laying down rules on the procedural arrangements for
requeststo organise advisory missions, for handling suchrequests, forthe conduct and reports of advisory
missions and for handling the communication of the Commission’s opinion referred to in paragraph 4,
third subparagraph, of this Article and of the measures taken, duly takinginto account the confidentiality
and commercial sensitivity of the information concerned. That implementing act shall be adopted in
accordancewiththe examination procedurereferredtoinArticle 24(2).
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10.

Member States shall ensure that critical entities of particular European significance provide advisory
missions with access to information, systems and facilities relating to the provision of their essential
services necessary for carrying out the advisory mission concerned.

Advisory missions shall be carried out in compliance with the applicable national law of the Member State
inwhich they take place, with respect for that Member State’s responsibility for national security and the
protection of its security interests.

When organising advisory missions, the Commission shall take into account the reports of any
inspections carried out by the Commission under Regulations (EC) No 725/2004 and (EC) No 300/2008
and the reports of any monitoring carried out by the Commission under Directive 2005/65/EC in
respect of the critical entity concerned.

The Commission shall inform the Critical Entities Resilience Group referred to in Article 19 whenever an
advisory mission is organised. The Member State in which the advisory mission took place and the
Commission shall also inform the Critical Entities Resilience Group of the main findings of the advisory
mission and the lessons learned with a viewto promoting mutual learning.

CHAPTER V
COOPERATION AND REPORTING

Article19
CriticalEntities Resilience Group

A Critical Entities Resilience Group is hereby established. The Critical Entities Resilience Group shall
support the Commission and facilitate cooperation among Member States and the exchange of
information on issues relating to this Directive.

The Critical Entities Resilience Group shall be composed of representatives of the Member States and the
Commission who hold security clearance, where appropriate. Where relevant for the performance of
its tasks, the Critical Entities Resilience Group may invite relevant stakeholders to participate inits work.
Where requested by the European Parliament, the Commission may invite experts from the European
Parliament to attend meetings of the Critical Entities Resilience Group.

The Commission’srepresentative shallchairthe Critical Entities Resilience Group.

The Critical Entities Resilience Group shallhave the following tasks:

(a) supporting the Commission in assisting Member States in reinforcing their capacity to
contribute to ensuring the resilience of critical entities in accordance with this Directive;

(b) analysing the strategies in order to identify best practices in respect of the strategies;

(C) facilitating the exchange of best practices with regard to the identification of critical entities
by the Member States pursuant to Article 6(1), including in relation to cross-border and
cross-sectoral dependencies and regarding risks and incidents;

(d) where appropriate, contributing on issues relating to this Directive to documents
concerning resilience at Union level;

(e) contributing to the preparation of the guidelines referred to in Article 7(3) and Article 13(5)
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and, upon request, any delegated or implementing acts adopted pursuant to this Directive;

(f) analysing the summary reports referred to in Article 9(3) with a view to promoting the
sharing of best practices on the action taken in accordance with Article 15(3);

(g) exchanging best practices related to the notification of incidents referred to in Article 15;

(h) discussing the summary reports of advisory missions and the lessons learned in
accordance with Article 18(10);

(i) exchanging information and best practices on innovation, research and development
relating to the resilience of critical entities in accordance with this Directive;

(J) where relevant, exchanging information on matters concerning the resilience of critical
entities with relevantUnion institutions, bodies, offices and agencies.

4. By 17 January 2025 and every two years thereafter, the Critical Entities Resilience Group shall
establish a work programme in respect of actions to be undertaken to implement its objectives and
tasks. Thatwork programme shallbe consistent with the requirements and objectives of this Directive.

5. TheCritical Entities Resilience Group shallmeeton aregularbasisandinanyeventatleastonce ayear
with the Cooperation Group established under Directive (EU) 2022/2555 to promote and facilitate
cooperation and the exchange of information.

6. The Commission may adopt implementing acts laying down procedural arrangements necessary for the
functioning of the Critical Entities Resilience Group, respecting Article 1(4). Those implementing acts
shall be adopted in accordance with the examination procedure referred to in Article 24(2).

7. The Commission shall provide the Critical Entities Resilience Group with a summary report of the
information provided by the Member States pursuant to Article 4(3) and Article 5(4) by 17 January
2027, whenevernecessary subsequently, and at least every four years.

Article20
Commission support to competent authorities and criticalentities

1. The Commission shall, where appropriate, support Member States and critical entities in complying
with their obligations under this Directive. The Commission shall prepare a Union-level overview of cross-
border and cross-sectoral risks to the provision of essential services, organise advisory missions as
referred to in Article 13(4) and Article 18 and facilitate information exchange among Member States
and experts across the Union.

2. TheCommissionshallcomplementMember States’ activities asreferred toin Article 10 by developing best
practices, guidance materials and methodologies, and cross-border training activities and exercises to

test the resilience ofcritical entities.

3.  TheCommissionshallinform Member States about financialresources at Union level available to Member
States for enhancing the resilience of critical entities.

CHAPTER VI

SUPERVISIONAND ENFORCEMENT
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1.

Article21
Supervision andenforcement

Inorderto assess the compliance of the entities identified by Member States as critical entities pursuant to
Article 6(1) with the obligations laid down in this Directive, Member States shall ensure that the competent
authoritieshavethe powers and means to:

(@) conduct on-site inspections of the critical infrastructure and the premises that the critical
entity uses to provide its essential services, and off-site supervision of measures taken by
critical entities in accordance with Article 13;

(b) conduct or orderauditsinrespectofcriticalentities.

Member States shall ensure that the competent authorities have the powers and means to require, where
necessaryfor the performance of their tasks under this Directive, that the entities under Directive (EU)
2022/2555 that Member States have identified as critical entities under this Directive provide, within a
reasonable time limit set by those authorities:

(a) the information necessary to assess whether the measures taken by those entities to
ensure their resilience meet the requirements set out in Article 13;

(b) evidence of the effective implementation of those measures, including the results of an
audit conducted by an independent and qualified auditor selected by that entity and
conducted atits expense.

When requiring that information, the competent authorities shall state the purpose of the requirement
and specify the information required.

Without prejudice to the possibility to impose penalties in accordance with Article 22, the competent
authories may, following the supervisory actions referred to in paragraph 1 of this Article or the
assessment of the information referred to in paragraph 2 of this Article, order the critical entities
concernedtotakethe necessaryand proportionate measures to remedy any identified infringement of
this Directive, within a reasonable time limit set by those authorities, and to provide those authorities
with information on the measures taken. Those orders shall take into account, in particular, the
seriousness of the infringement.

Member State shallensure thatthe powers provided forin paragraphs 1,2and 3canonly be exercised
subjectto appropriate safeguards. Those safeguards shall guarantee, in particular, that such exercise takes
place in an objective, transparent and proportionate manner, and that the rights and legitimate interests
ofthe critical entities affected, such as the protection of trade and business secrets, are duly safeguarded,
including the right to be heard, the right of defence and the right to an effective remedy before an
independent court.

Member States shall ensure that, where a competent authority under this Directive assesses the
compliance of a critical entity pursuant to this Article, that competent authority informs the competent
authorities of the Member States concerned under Directive (EU) 2022/2555. For that purpose, Member
States shall ensure that competent authorities under this Directive canrequestthe competentauthorities
under Directive (EU) 2022/2555 to exercise their supervisory and enforcement powers in relation to an entity
under that Directive that has been identified as a critical entity under this Directive. For that purpose,
Member States shall ensure that competent authorities under this Directive cooperate and exchange
information with the competent authorities under Directive (EU) 2022/2555.
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Article22
Penalties

Member States shall lay down the rules on penalties applicable to infringements of the national measures
adopted pursuant tothis Directive and shalltake allmeasures necessary to ensure thatthey areimplemented.
Thepenalties providedforshall be effective, proportionate and dissuasive. Member States shall, by 17 October
2024, notify the Commission of those rules and of those measures and shall notify it, without delay, of any
subsequentamendment affectingthem.

CHAPTERVII
DELEGATED AND IMPLEMENTING ACTS

Article23
Exercise of thedelegation

1. Thepowertoadoptdelegated actsis conferred on the Commission subject to the conditions laid down in
this Article.

2. The power to adopt delegated acts referred to in Article 5(1) shall be conferred on the Commission for a
period of five years from 16 January 2023.

3. Thedelegation of powerreferred toin Article 5(1) may be revoked at any time by the European Parliament or
by the Council. A decision to revoke shall put an end to the delegation of the power specified in that
decision.ltshalltakeeffect thedayfollowingthe publication ofthedecisioninthe OfficialJournalofthe
EuropeanUnionoratalaterdate specified therein. It shall not affect the validity of any delegated acts
already in force.

4. Beforeadoptingadelegatedact,the Commissionshallconsultexpertsdesignated byeach Member Statein
accordance with the principles laid downinthe Interinstitutional Agreement of 13 April 2016 on Better
Law-Making.

5. As soon as it adopts a delegated act, the Commission shall notify it simultaneously to the European
Parliamentandto the Council.

6. A delegated act adopted pursuant to Article 5(1) shall enter into force only if no objection has been
expressed either by the European Parliament or by the Council within a period of two months of
notification of that act to the European Parliament and the Council or if, before the expiry of that
period, the European Parliament and the Council have both informed the Commission that they will
notobject.Thatperiod shallbe extended bytwo months attheinitiative ofthe European Parliament or
of the Council.

Article24
Committee procedure

1. The Commission shall be assisted by a committee. That committee shall be a committee within the
meaning of Regulation (EU) No 182/2011.

2. Wherereferenceis madetothis paragraph, Article 5 of Regulation (EU) No 182/2011 shallapply.
CHAPTERVIII

FINAL PROVISIONS
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Article25
Reporting and review

By 17 July 2027, the Commission shall submit to the European Parliamentandtothe Councilareport assessing
the extent to which each Member State has taken the necessary measures to comply with this Directive.

The Commission shall periodically review the functioning of this Directive and report to the European
Parliament and to the Council. That report shall, in particular, assess the added value of this Directive, its
impact on ensuring the resilience of critical entities and whether the Annex to this Directive should be
modified. The Commission shall submit the first such report by 17 June 2029. For the purpose of reporting
under this Article, the Commission shall take into account relevant documents of the Critical Entities
Resilience Group.

Article26
Transposition

1. By 17 October 2024, Member States shall adopt and publish the measures necessary to comply with this
Directive. They shall immediately inform the Commission thereof.

They shall apply those measures from 18 October 2024.
2. When Member States adopt the measures referred to in paragraph 1, they shall contain a reference to this
Directive or beaccompanied by suchreference onthe occasion of their official publication. The methods of

making such reference shall be laid down by Member States.

Article27
Repeal of Directive 2008/114/EC

Directive 2008/114/EC is repealed with effectfrom 18 October2024.
Referencestotherepealed Directiveshallbe construed asreferencestothisDirective.

Article28
Entryintoforce

This Directive shall enter into force on the twentieth day following that of its publication in the Official
Journal of the European Union.

Article 29
Addressees

ThisDirectiveisaddressedtothe Member States.



Done at Strashourg, 14 December2022.

For the European Parliament For the Council
The President The President
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