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The UK’s Economic Crime and Corporate Transparency Act 
2023 (ECCTA) enacted a new corporate offence of failure 
to prevent fraud. The only defence to this offence requires 
a commercial organisation to demonstrate that it had 
reasonable procedures in place to prevent fraud.

Under the offence, an organisation may be criminally liable where 
an employee, agent, subsidiary or other “associated person”, 
commits a fraud intending to benefit the organisation or a 
person to whom the associate provides services on behalf of the 
organisation, and the organisation did not have reasonable fraud 
prevention procedures in place. There is no need for a prosecutor 
to prove that senior management was involved in or knew about 
the fraud.

Introduction
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The offence can apply to overseas (non-UK) organisations if the 
fraud is committed in the UK or targets UK victims.

The starting point for any commercial organisation wishing to 
ensure that it has reasonable procedures in place is to conduct 
an objective and proportionate risk assessment to identify any 
fraud risks that it may face.

That risk assessment should not be viewed as a one off exercise, 
but should be repeated at regular intervals, including where 
developments in the business may alter the overall risk profile of 
the organisation.

Set out below is a ‘roadmap’ of questions designed to identify 
information that will enable a business to determine what fraud 
risks it may face.

Having answered these questions, an assessment can then be 
made of the fraud risks faced by the commercial organisation 
and the extent to which its policies and procedures reasonably 
address those risks. Thereafter, any further necessary measures 
can be adopted and implemented with a view to ensuring that the 
business has reasonable procedures in place that are ECCTA 
compliant.

http://www.osborneclarke.com


osborneclarke.com

1.1 Business size
  ���Is your organisation a ‘Large Organisation’, meaning it meets 

two of the following: 
 
(i) Turnover of more than £36million; 
 
(ii) Balance Sheet total of more than £18 million; or 
 
(iii) More than 250 employees.

  ���Is your organisaiton a parent of a group that meets two of  
the following:

  (i) �Aggregate turnover of more than £36million net  
(or £43.2million gross);

  (ii) �Aggregate Balance Sheet total of more than £18 million 
net (or £21.6million gross); or

  (iii) More in aggregate than 250 employees.

  ���If you are a Large Organisation, do you have subsidiaries 
(even if they are not Large Organisations) that operate in  
a way whereby the beneficiary of any fraudulent activity  
could be:

  (i) �you as the parent; or

  (ii) �your customers or clients to whom your subsidiary is 
providing services to or on your behalf?

1.2 Associated persons
  ���Who are your organisations ‘associated persons’?  

Does your organisation: 
 
(i) Have employees? 
 
(ii) Use agents? 
 
(iii) Have any subsidiaries?

  ���Does the organisation engage with any other person or 
entity which performs services for or on behalf of it? For 
example, where your business outsources certain vetting or 
procurement functions.

  ���Do you have any business partners, for example joint venture 
entities, who would be regarded as performing services for or 
on behalf of your organisation?

1. Business size, exposure, associated persons

1.3 Types of fraud
  ���Are there specific types of fraud your associated persons may 

become involved in: 
 
(i) Fraud by false representation 
 
(ii) Fraud by failing to disclose information 
 
(iii) Fraud by abuse of position 
 
(iv) Participation in a fraudulent business 
 
(v) Obtaining services dishonestly 
 
(vi) Cheating the public revenue 
 
(vii) False accounting 
 
(viii) False statements by company directors 
 
(ix) Fraudulent trading 
 
(x) Obtaining services dishonestly
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The UK Government guidance highlights the following useful 
questions in assessing the risk of fraud:

2.1 Opportunity 
  ���Do the associated persons have the opportunity to  

commit fraud?

  ���Which departments or roles potentially have the greatest 
opportunity to commit fraud in scope of the offence, for 
example finance, procurement, investor sales, marketing?

  ���Are there risks associated with taking on agents or contractors 
who provide services for or on behalf of the organisation?

  ���Are existing contractors and agents exposed to new 
situations which could increase risk?

  ���Do some associated persons operate with minimal oversight?

  ���How likely is detection of any fraud?

  ���Does churn of staff increase the opportunities for fraud  
(for example, cutting corners while the organisation has 
vacancies in key roles)?

  ���Do emerging technologies (such as AI) open new 
opportunities for fraud?

  ���Could changes in regulation affect the opportunity for fraud?

  ���Has a previous internal examination or audit highlighted any 
risk factors for fraud that need to be addressed?

  ���Have any existing fraud prevention procedures been 
weakened or neglected?

2. Fraud risk
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2.2 Motive
  ���Does the reward and recognition system (including 

commissions or bonuses) incentivise fraud?

  ���Are there particular financial or operating pressures on the 
organisation, for example by way of financial targets/results, 
an upcoming merger, contract, flotation or other capital 
raising, loan, permit or licence, grant (e.g. sustainability), or 
financial reporting dates?

  ���Do time pressures encourage staff to cut corners,  
potentially fraudulently?

  ���Does the corporate culture (including sanctions and penalties) 
disincentivise whistleblowing when fraud is discovered?

2.3 Rationalisation
  ���Is the organisation’s culture quietly tolerant of fraud, 

particularly fraud that might be perceived as securing 
contracts or jobs for the organisation?

  ���Is fraud prevalent in this business sector?

  ���Is it difficult for staff to speak up if they have concerns?  
Do they face adverse consequences?

2.4 Information sources
  ���Do you have access to any of the following?

  (i) �Relevant data analytics;

  (ii) �Previous audits (which may have flagged potential  
fraud risks);

  (iii) �Sector specific information, best practice advice or 
toolkits from relevant professional or trade bodies or 
regulators; or

  (iv) �Previous regulator enforcement actions.

2.5 Emergencies
  ���What emergency scenarios could your organisation face that 

would create or increase the risk of fraud occurring?
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3. Assessing your current approach to fraud
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3.1 Policies and procedures 
  ���Do you have:

  ���(i) An Anti-Fraud policy?

  ���(ii) An ABC Policy?

  ���(iii) �A Failure to Prevent Facilitation of Tax Evasion policy?

  ���(iv) A Gifts & Hospitality Policy?

  ���(v) A Conflicts of Interest Policy?

  ���(vi) A Code of Ethics?

  ���(vii) A Supplier Code of Ethics?

  ���(viii) A Whistleblowing Policy?

  ���(ix) �Any other policies which may assist the business in 
preventing fraud from occurring (for example, a KYC 
policy, due diligence policy, a specific reference to fraud in 
the disciplinary policy)?

  ������Is compliance with the procedures set out in any of the above 
policies recorded and monitored?
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The UK Government has issued guidance on reasonable 
procedures to prevent fraud, detailing elements that could be 
considered sufficient to demonstrate effective anti-fraud policies 
and procedures. The guidance identifies six principles:

4.1 Top level commitment
  ���To what extent, and in what ways, does your Board/senior 

management communicate and endorse the organisation’s 
stance on preventing fraud?

  ���(i) �Is there a commitment to rejecting fraud even if means 
losing business?

  ���(ii) �Is there an open culture where staff feel empowered to 
speak up about potential fraudulent behaviour?

  ������������Is there a fraud prevention framework?

  ���(i) �Does this include direct senior management responsibility 
for key elements of the framework?

  ���(ii) �Is there clear governance across the organisation in 
respect of your fraud prevention framework?

  ���(iii) �Does this include direct senior management responsibility 
for key elements of the framework?

  ���������Is there sufficient resource provided to implement reasonable 
anti-fraud procedures given the risks the organisation face?

  ���(i) �Does your leadership lead by example, foster an open 
culture and challenge practices that could seek to 
rationalise fraud?

4.2 Risk assessment
  ���Does your organisation already undertake risk assessments 

relating to fraud and other economic crime?

  ���������How often are such risk assessments conducted?

  ���������Did any previous consideration of fraud risk take account  
of the factors identified by the UK Government Guidance  
on reasonable procedures to prevent fraud (and in particular 
was there focus on the fraud triangle – opportunity, motive 
and rationalisation)?

  ���������Do you utilise relevant internal and external information 
sources when conducting risk assessments?

  ���������Are your risk assessment exercises, and the conclusions 
reached, recorded in detail?

  ���������Are the results of your risk assessment exercises, including 
relevant employee input, used to improve your fraud 
procedures and policies?

  ����������What source of information did you consider when 
conducting the assessment?

  ���������Have any previous audits (internal or external) raised fraud 
concerns (and if so, were they acted upon)?

4. Reasonable procedures

4.3 Proportionate risk-based prevention 
procedures

  ���Are your organisation’s anti-fraud procedures proportionate 
and tailored to to the risks that you face?

  ���������Is your fraud prevention plan practical, accessible, actually 
implemented and enforced?

  ���������How has the organisation reduced the opportunities for fraud?

  ���������How has the organisation reduced the motives for fraud?

  ���������Has the organisation put in place consequences for 
committing fraud?

  ���������How has the organisation reduced the potential rationales 
that may be used to justify fraudulent behaviour?

  ���������How does the organisation test its fraud prevention 
measures?

  ���������Do you monitor wellbeing of staff and agents to identify 
persons who may be more likely to commit fraud because of 
stress, targets or workload?

  ���������Have your reviewed possible emergency scenarios that could 
create or increase fraud risk?
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4.4 Due diligence
  ���What processes do you have in place to undertake due 

diligence (fraud specifically and/or more generally) on, and 
assess the risk of, new and existing employees, agents or 
subsidiaries and other associated persons?

  �Have you relied on existing due diligence procedures?  
If so, did your organisation review and update the procedures 
with specific reference to fraud risks?

  �Do you use any independent third party due diligence service 
providers (entities who perform independent checks on 
associated persons for you)?

  �Do you conduct fraud due diligence in relations to mergers 
and acquisitions?

4.5 Communication (including training)
  ���Does senior and middle management clearly and consistently 

communicate and endorse the organisations policies and 
procedures to prevent fraud?

  �Does your organisation provide anti- fraud training to all 
relevant employees?

  ���(i) �How often is the training provided/repeated/refreshed?

  ���(ii) �Does this differ for personnel who may face the most 
obvious fraud risks?

  ���(iii) �Is the training evaluated and/or is a pass mark required to 
be achieved?

  ���(iv) �Are training records compiled and retained?

  �Do you require personnel to provide a signed confirmation 
that they have read and understood your fraud policy?

  �Other than through training and, if relevant, the provision of 
the fraud policy, does your organisation communicate fraud 
risks to relevant personnel (for example, though compliance 
reminder emails or discussion at team meetings)?

  �Does your organisation have a whistleblowing procedure and, 
if so, is this suitable in light of risks identified in the fraud risk 
assessment?

  �Are all personnel made aware of the whistleblowing policy, if 
any, and how it may be utilised?

4. Reasonable procedures

  �Who is responsible for dealing with any whistleblower reports 
and what records are required to be kept?

  ��Has consideration been given to the need, and feasibility, of 
providing anti-fraud training to relevant associated persons?

4.6 Monitoring and review
  ���Does senior and middle management clearly and consistently 

communicate and endorse the organisations policies and 
procedures to prevent fraud?

Fraud detection

  �What steps does your organisation take to detect fraud?

  �What financial controls does your organisation have in place 
to prevent fraud issues arising and/or monitor compliance 
with fraud policies?

  �What data analytics tools are used? Is there scope for use of 
AI to identify potential frauds?

  �Have there been any relevant whistleblowing reports and 
what action was then taken?
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Fraud investigation

  �How does your organisation analyse procurements,  
payments and invoicing? How quickly are discrepancies 
flagged and to whom?

  �What processes are in place for detecting unauthorised 
access to data?

  �What factors would trigger an internal fraud investigation and 
how is this documented?

  �What are your arrangements for investigating potential fraud?

  �Are those arrangements used in practice?

  �Who decides whether an investigation is conducted?

  �How is independence ensured in investigations?

  �Is the Board briefed on the outcome of investigations?

  �What arrangements are in place to implement learnings  
from investigations?

Implementation of anti-fraud measures

  �Do you monitor the implementation and effectiveness of your 
fraud prevention measures?

  �What information is collected to assess compliance with your 
anti-fraud policy?

  �Is information detailing fraud compliance provided to a 
member of the senior management team?

  �Is compliance with the anti-fraud and associated policies 
reviewed by the Board, and, if so, is it a regular agenda item?

4. Reasonable procedures
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  ��Have any potential fraud issues been identified as part of any internal or external audits conducted within the 
past 5 years? If so, how were these dealt with?

  ���������Have any whistleblower reports referred to potential fraud issues within the past 5 years? If so, how were 
these dealt with?

  ���������Are you aware of any allegations, inquiries, investigations, prosecutions or other actions by a State regulator 
or prosecutor which may indicate a fraud issue connected to your organisation or a third party that performs 
services for or on your behalf?

  ���������Do you have any other concerns or awareness of any behaviour, or other red flags, which may indicate a 
potential fraud issue or risk connected to the business?

5. Specific concerns
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Osborne Clarke in numbers Our locations around the world
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Sweden: Stockholm
UK: Bristol, London, Reading

USA
Miami, New York, San Francisco

Asia
China: Shanghai
India*: Bengaluru, Mumbai, New Delhi
Singapore

Osborne Clarke is the business name for an international legal practice and its 
associated businesses. Full details here: osborneclarke.com/verein/

*Services in India are provided by a relationship firm
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